Abstract: Physical layer security is an attractive security mechanism, which exploits the randomness characteristics of wireless transmission channel to achieve security. However, it is hampered by the limitation of the channel condition that the main channel must be better than the eavesdropper channel. To alleviate the limitation, cooperative communication is introduced. Few studies have investigated the physical layer security of the relay transmission model. In this paper, we performed some experiments to evaluate the physical layer security of a cooperative communication system, with a relay operating in decode-and-forward (DF) cooperative mode, selfish and malicious behavior in real non-ideal transmission environment. Security performance is evaluated in terms of the probability of non-zero secrecy capacity. Experiments showed some different results compared to theoretical simulation: (1) to achieve the maximum secrecy capacity, the optimal relay power according to the experiments result is larger than that of ideal theoretical results under both cooperative and selfish behavior relay; (2) the relay in malicious behavior who forwards noise to deteriorate the main channel may deteriorate the eavesdropper channel more seriously than the main channel; (3) the optimal relay positions under cooperative and selfish behavior relay cases are both located near the destination because of non-ideal transmission.
Introduction
When it comes to the secure transmission of information, cryptographic algorithms are traditionally employed as the security technology to achieve information confidentiality [1] . Information encryption usually involves the use of a key to encrypt and decrypt the messages. Unlike conventional wired communication that uses wired media (optical cable, copper, etc.) for data transmission, the broadcast nature of wireless channels allows an illegal receiver to wiretap legal messages easily during the transmission from the source to the destination. Moreover, with the development of cryptography, new algorithms and methods to decipher traditionally encrypted messages have been developed, which means old encryption methods are faced with higher risk of being cracked. Cryptographic methods face numerous risks due to the rapid development of the computing capabilities of eavesdroppers [2] . Besides, complex cryptographic algorithms require devices capable of dealing with heavy computing loads, leading to high power and resource costs. The physical layer security adopts the physical characteristics of wireless channels to guarantee its security through coding and signal processing, in which confidential message can be decoded only by their legitimate receiver and avoid complex h SD the channel fading coefficients from S to D (source to destination) h SR the channel fading coefficients from S to R (source to relay) h RD the channel fading coefficients from R to D (relay to destination) P o f f the probability in the Off-State P(C S > 0) the probability of Non-zero secrecy capacity γ M the average SNR of the main channel γ W the average SNR of the wiretap channel γ SD the average SNR of the S to D channel (source to destination) γ SRD the average SNR of the main channel which consists of channel from S to R and R to D γ SE the average SNR of the S to E path γ SRE the average SNR of the wiretap channel which consists of channel from S to R, and R to E P SR the BER at S-R hop P RD the BER at R-D hop P SRD the BER of the two-hop S-R-D channel
The paper is structured as follows: Section 2 introduces the system model and different relays' behavior; Section 3 presents experimental results of bit error rate (BER) in a system with different relay behavior; Section 4 discusses the security performance under different relay behavior; finally, Section 5 presents our conclusions. The symbols used in this paper are described in Table 1 .
System Description

System Model
A relay transmission system model consists of a source (S), a destination (D), a relay (R) and an eavesdropper (E), as depicted in Figure 1 . S wants to communicate with D in the presence of E. The S broadcasts signals with average power P S . R receives signals from S with DF strategy. The paper is structured as follows: Section 2 introduces the system model and different relays' behavior; Section 3 presents experimental results of bit error rate (BER) in a system with different relay behavior; Section 4 discusses the security performance under different relay behavior; finally, Section 5 presents our conclusions. The symbols used in this paper are described in Table 1 .
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System Model
A relay transmission system model consists of a source (S), a destination (D), a relay (R) and an eavesdropper (E), as depicted in Figure 1 . S wants to communicate with D in the presence of E. The S broadcasts signals with average power . R receives signals from S with DF strategy. 
Different Behaviors of Relay
In this paper, three types of relay behaviors are discussed:
1. Cooperative Behavior: The relay decodes the received signal and forwards it to the destination. 2. Selfish Behavior: The relay refuses to cooperate with probability [14] , while selecting to cooperate with probability ( = 1 − ).
Malicious Behavior:
The relay forwards random noise instead of the received signals of the source.
The Probability of Non-Zero Secrecy Capacity with Different Behavior
To investigate the physical layer security in experiment, we adopted the theories and equations in [8] with the wiretap communication model without relay, as shown in Figure 2 . Then, we investigate the scenario of a relay cooperative case. Suppose a k-length message sent from source is coded to n-length codeword
the main channel and the wiretap channel output is described as:
where ℎ , ℎ denote the channel fading coefficients of the main channel and wiretap channel respectively with complex Gaussian distribution. Notations , denote the mean circularly symmetric complex Gaussian noise in the main channel and wiretap channel respectively, and ~ (0, ), ~ (0, ). 
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Malicious Behavior: The relay forwards random noise instead of the received signals of the source.
The Probability of Non-Zero Secrecy Capacity with Different Behavior
To investigate the physical layer security in experiment, we adopted the theories and equations in [8] with the wiretap communication model without relay, as shown in Figure 2 . Then, we investigate the scenario of a relay cooperative case. Suppose a k-length message m k sent from source is coded to n-length codeword x n (x n = [x(1), x(2), . . . , x(n)]), chosen from codebook X n (x n ∈ X n ), the main channel and the wiretap channel output is described as:
where h SD , h SE denote the channel fading coefficients of the main channel and wiretap channel respectively with complex Gaussian distribution. Notations n SD , n SE denote the mean circularly symmetric complex Gaussian noise in the main channel and wiretap channel respectively, and The channel power is limited by average transmit signal power P:
The average SNR of the main channel is given by:
Similarly, the average SNR of the wiretap channel is described as:
The secrecy capacity in this model is defined as = − :
We denote the instantaneous SNR of the main channel and wiretap channel by γ ′ and γ , [25] :
from which we can see that γ (regardless of the footnote in different channels) is exponentially distributed as ∝ |ℎ| . Then:
and the probability of C > 0(denoted by ( > 0)) is calculated in [8] , specifically:
Then, we derive ( > 0) in relay transmission model for different relay behaviors:
(1) ( > 0) under cooperative behavior: The relay cooperatively decodes and forwards the received signal to D (or E). The destination combines the received signals from S and R by maximum ratio combining (MRC). The main channel consists of the S-R-D path and S-D path, and the wiretap channel includes the S-E and S-R-E path. = + is the SNR of the main channel, and = + is the SNR of the eavesdropper channel. Therefore, according to (10) , the ( > 0) is given by:
where is the average SNR of S to D channel, is the average SNR of the main channel which consists of S to R, and R to D path. The average SNR of the S to E path is denoted as , and is the average SNR of the wiretap channel which consists of S to R, and R to E path. The channel power is limited by average transmit signal power P:
The secrecy capacity in this model is defined as C S = C M − C W :
We denote the instantaneous SNR of the main channel and wiretap channel by γ M and γ W , [25] :
from which we can see that γ (regardless of the footnote in different channels) is exponentially distributed as γ ∝ |h| 2 . Then:
and the probability of C S > 0 (denoted by P(C S > 0)) is calculated in [8] , specifically:
Then, we derive P(C S > 0) in relay transmission model for different relay behaviors:
(1) P(C S > 0) under cooperative behavior: The relay cooperatively decodes and forwards the received signal to D (or E). The destination combines the received signals from S and R by maximum ratio combining (MRC). The main channel consists of the S-R-D path and S-D path, and the wiretap channel includes the S-E and S-R-E path. γ M = γ SRD + γ SD is the SNR of the main channel, and γ W = γ SRE + γ SE is the SNR of the eavesdropper channel. Therefore, according to (10) , the P(C S > 0) is given by:
where γ SD is the average SNR of S to D channel, γ SRD is the average SNR of the main channel which consists of S to R, and R to D path. The average SNR of the S to E path is denoted as γ SE , and γ SRE is the average SNR of the wiretap channel which consists of S to R, and R to E path. (2) P(C S > 0) under selfish behavior: If the relay is selfish with the probability P o f f , then, γ M = γ SD and γ W = γ SE , while the relay uses cooperative behavior with the probability (1 − P o f f ). Then, P(C S > 0) is given by:
(3) P(C S > 0) under malicious behavior: The received signal from the malicious relay at D and E is considered as a noise.
is given by:
Equivalent Signal-To-Noise Ratio from Source to the Destination
In theoretical analyses, most of the existing work considers the forward process as completely ideal in the DF strategy [10, 11, 24] , in which the relay correctly decodes and forwards the received messages. However, A few researchers consider this a non-ideal scenario. Due to possible errors at the relay, the S-R-D channel is clearly non-linear and non-Gaussian. However, one can think of the BER in S-R-D channel as the error probability at the receiver of an equivalent one-hop AWGN link. The BER of the two-hop S-R-D channel is given by [26] :
where P SR and P RD are the BER at source to relay (S-R) hop and relay to destination (R-D) hops, respectively. The equivalent SNR from the measured BER is applied to describe this non-ideal DF transmission scenario. Then the equivalent SNR is obtained.
Experimental Setup
Software defined radio (SDR) is a rapidly emerging concept in wireless communication system. The main SDR involves using GNU Radio and universal software radio peripheral (USRP) in an Ubuntu system [18] . The experimental setup is shown in Figure 3 , where each node is equipped with a laptop running GNU Radio connected to a USRP in the experiment. (2) ( > 0) under selfish behavior: If the relay is selfish with the probability , then, γ = and = γ , while the relay uses cooperative behavior with the probability (1 − ). Then, ( > 0) is given by:
(3) ( > 0) under malicious behavior: The received signal from the malicious relay at D and E is considered as a noise. = /(1 + ) and = (1 + ) , P(Cs > 0) is given by:
Equivalent Signal-To-Noise Ratio from Source to the Destination
where and are the BER at source to relay (S-R) hop and relay to destination (R-D) hops, respectively. The equivalent SNR from the measured BER is applied to describe this non-ideal DF transmission scenario. Then the equivalent SNR is obtained.
Experimental Setup
Software defined radio (SDR) is a rapidly emerging concept in wireless communication system. The main SDR involves using GNU Radio and universal software radio peripheral (USRP) in an Ubuntu system [18] . The experimental setup is shown in Figure 3 , where each node is equipped with a laptop running GNU Radio connected to a USRP in the experiment. Metal shields are placed between nodes to help attenuate any line-of-sight path. The distance between every two points of S, R and D is 2 m. The noise power is measured about −60 dBm. The source power is fixed on −39 dBm and relay power changes from −51 dBm to −39 dBm (all the power presented in dBm is measured from the experiment). Figure 4 illustrates the different steps of signal processing at the transmitter and relay designed by the authors. Metal shields are placed between nodes to help attenuate any line-of-sight path. The distance between every two points of S, R and D is 2 m. The noise power is measured about −60 dBm. The source power is fixed on −39 dBm and relay power changes from −51 dBm to −39 dBm (all the power presented in dBm is measured from the experiment). Figure 4 illustrates the different steps of signal processing at the transmitter and relay designed by the authors. 
Source Operations
We use a USRP sink in the GNU Radio platform to transmit a binary bit stream. Messages are first encoded in the laptop to baseband signals. Then the USRP sink broadcasts the signal at 2.45 GHz with GMSK. A Python program is used to process the signals. We transmit 12,144 bits each time and repeat every situation 25 times to exclude an accident case. The signal's power is defined in the software part by limiting the signal amplitude to a certain voltage.
Relay Operations
In this paper, we experiment on different relay strategy, forward power, and locations to discuss the influence on secrecy capacity. In general, the main task of a relay is to receive the signal from the source, decode and forward them to the destination. After received desired signal, it saves the complex signal for further processing and finally transmit processed signal in a certain power.
Data Receiving and Processing
The USRP both in destination and eavesdropper node operates in the same way. They monitor at the frequency of 2.45 GHz and save received complex signals to the laptop. Thanks to the extensive GNU Radio platform and the stable USRP hardware, we have little worries about how to generate a baseband bit stream and shifting it to a high frequency is much more easy and there is no carrier frequency offset problem compared to a traditional transmission device. The difficult part in the experiment however is processing the received data. The data are all saved in a complex signal form which can be read from MATLAB. We have to determine which part of the data is the desired signal and leave out the white noise. Besides, complex signals received at the destination and eavesdropper consists of the two parts received from the source and relay, respectively. Synchronization is required to combine these two parts and after synchronization, two different parts of the complex signal are combined using the maximum ratio combining (MRC) method.
The Physical Layer Security Performance of the Relay Transmission Model
Considering the model depicted in Figure 5 , S, D and E are located at fixed two-dimensional normalized coordinates (0; 0), (1; 0) and (0; 1). R is located along a horizontal line with S and D. We execute the experiments and simulate the theoretical formulas according to Equations (11)- (13) 
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The Physical Layer Security Performance of the Relay Transmission Model
Considering the model depicted in Figure 5 , S, D and E are located at fixed two-dimensional normalized coordinates (0; 0), (1; 0) and (0; 1). R is located along a horizontal line with S and D.
We execute the experiments and simulate the theoretical formulas according to Equations (11) Figure 5 is a typical cooperative relay communication model adopted from [7] , with source, destination and eavesdropper nodes fixed and relay node's location changing between the source and destination. The difference in this paper is that the relay has different relay behaviors. We simulate the ( > 0) verses / under different relay behaviors, where and are the power in relay and source, respectively, and the SNR of the source to destination (S-D) channel is 5dB. The path loss in the simulation is 1/ , where is the distance between two nodes. The relay's normalized location is fixed at (0.5; 0) (the middle of S and D) and source power is fixed at −40 dBm. Relay power is changed from −70 dBm to −20 dBm. We simulate the ( > 0) under three different relay behavior according to (11) , (12) ( = 50%) and (13) as shown in Figure 6 . We find that there exists an optimal relay power = , where ( > 0) would reach a peak value in cooperative and selfish scenario. When the relay power increases beyond , the ( > 0) decreases. We also notice that increasing the malicious relay power always decreases the ( > 0). 
The Influence of the Relay Power for P(Cs > 0)
Simulation Results with Various Relay Power
Experimental Results with Various Relay Power
In the experiment, S, R, D and E are located at fixed two-dimensional coordinates (0; 0), (1.8 m; 0), (3.6 m; 0) and (0; 3.6 m), respectively. In both D and E node, BER of both main channel and wiretap channel are obtained by combining the complex signal from S and R using maximum-ratiocombining (MRC), which a weighted superposition of the source and relay signals arriving at the Figure 5 is a typical cooperative relay communication model adopted from [7] , with source, destination and eavesdropper nodes fixed and relay node's location changing between the source and destination. The difference in this paper is that the relay has different relay behaviors. We simulate the P(C S > 0) verses P r /P s under different relay behaviors, where P r and P s are the power in relay and source, respectively, and the SNR of the source to destination (S-D) channel is 5dB. The path loss in the simulation is 1/d 2 , where d is the distance between two nodes. The relay's normalized location is fixed at (0.5; 0) (the middle of S and D) and source power P S is fixed at −40 dBm. Relay power P r is changed from −70 dBm to −20 dBm. We simulate the P(C S > 0) under three different relay behavior according to (11) , (12) (P o f f = 50%) and (13) as shown in Figure 6 . We find that there exists an optimal relay power P r = P s , where P(C S > 0) would reach a peak value in cooperative and selfish scenario. When the relay power P r increases beyond P s , the P(C S > 0) decreases. We also notice that increasing the malicious relay power always decreases the P(C S > 0). Figure 5 is a typical cooperative relay communication model adopted from [7] , with source, destination and eavesdropper nodes fixed and relay node's location changing between the source and destination. The difference in this paper is that the relay has different relay behaviors. We simulate the ( > 0) verses / under different relay behaviors, where and are the power in relay and source, respectively, and the SNR of the source to destination (S-D) channel is 5dB. The path loss in the simulation is 1/ , where is the distance between two nodes. The relay's normalized location is fixed at (0.5; 0) (the middle of S and D) and source power is fixed at −40 dBm. Relay power is changed from −70 dBm to −20 dBm. We simulate the ( > 0) under three different relay behavior according to (11) , (12) ( = 50%) and (13) as shown in Figure 6 . We find that there exists an optimal relay power = , where ( > 0) would reach a peak value in cooperative and selfish scenario. When the relay power increases beyond , the ( > 0) decreases. We also notice that increasing the malicious relay power always decreases the ( > 0). 
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Simulation Results with Various Relay Power
Experimental Results with Various Relay Power
In the experiment, S, R, D and E are located at fixed two-dimensional coordinates (0; 0), (1.8 m; 0), (3.6 m; 0) and (0; 3.6 m), respectively. In both D and E node, BER of both main channel and wiretap channel are obtained by combining the complex signal from S and R using maximum-ratiocombining (MRC), which a weighted superposition of the source and relay signals arriving at the 
In the experiment, S, R, D and E are located at fixed two-dimensional coordinates (0; 0), (1.8 m; 0), (3.6 m; 0) and (0; 3.6 m), respectively. In both D and E node, BER of both main channel and wiretap channel are obtained by combining the complex signal from S and R using maximum-ratio-combining (MRC), which a weighted superposition of the source and relay signals arriving at the destination are collected with the maximum available diversity order. We calculate P(C S > 0) by SNR according to (11) , (12) and (13) . The relay power is changed about 3 dBm every step and the source power is fixed at −39 dBm. In malicious behavior case, pseudo random noise is forwarded by the relay, in which there are 5972 error bits in all 12,144 bits.
The experimental data of cooperative relay and malicious relay are shown in Tables 2 and 3 respectively, where P D is the BER at the destination and P E is the BER at the eavesdropper. In Table 2 , γ M = γ SRD + γ SD is the SNR of the main channel, and γ W = γ SRE + γ SE is the SNR of the eavesdropper channel. The last row of Table 2 is the calculated probability of C S > 0 (denoted by P(C S > 0). In Table 3 , γ M = γ SD /(1 + γ RD ) is the SNR of the main channel, and γ W = γ SE (1 + γ RE ) is the SNR of the eavesdropper channel. The graphic experimental results are shown in Figure 7 . In our experimental setup, the results from Figure 7 indicate that the optimal relay power value is larger than the sources power (P r /P s = 5 dB), which means the relay need more power to achieve the optimal security performance in real non ideal DF environment. Therefore, generally speaking, in practice we can assume, the source to destination(S-D) channel is not ideal, the more relay power will be needed to achieve the same results as that in the ideal S-D channel. destination are collected with the maximum available diversity order. We calculate ( > 0) by SNR according to (11) , (12) and (13) . The relay power is changed about 3dBm every step and the source power is fixed at -39dBm. In malicious behavior case, pseudo random noise is forwarded by the relay, in which there are 5972 error bits in all 12,144 bits. The experimental data of cooperative relay and malicious relay are shown in Tables 2 and 3  respectively, where is the BER at the destination and is the BER at the eavesdropper. In Table  2 , = + is the SNR of the main channel, and = + is the SNR of the eavesdropper channel. The last row of Table 2 is the calculated probability of C > 0(denoted by ( > 0). In Table 3 In our experimental setup, the results from Figure 7 indicate that the optimal relay power value is larger than the sources power ( / = 5 dB), which means the relay need more power to achieve the optimal security performance in real non ideal DF environment. Therefore, generally speaking, in practice we can assume, the source to destination(S-D) channel is not ideal, the more relay power will be needed to achieve the same results as that in the ideal S-D channel. Moreover, in malicious relay behavior case, ( > 0) increases when / is beyond 5 dB, which is different to theoretical simulation result. It indicates that when the malicious relay forwards noise power high enough, the eavesdropper channel will be deteriorated more heavily than the main Moreover, in malicious relay behavior case, P(C S > 0) increases when P r /P s is beyond 5 dB, which is different to theoretical simulation result. It indicates that when the malicious relay forwards noise power high enough, the eavesdropper channel will be deteriorated more heavily than the main channel. As for the influence of relay power, it can be found that there exists a maximum value of P(C S > 0) for different relay powers.
Influence of Relay Location for P(C S > 0)
Simulation Results with Various Relay Location
We assume P r equals P s , and x(x = d SR /d SD ) is the normalized distance from S to R. Let x change from 0 to 1. The simulation result of P(C S > 0) is shown in Figure 8 . There exists an optimal relay location where P(C S > 0) would reach a peak value in both cooperative and selfish behavior of a relay. channel. As for the influence of relay power, it can be found that there exists a maximum value of ( > 0) for different relay powers.
Influence of Relay Location for P(CS > 0)
Simulation Results with Various Relay Location
We assume equals , and ( = / ) is the normalized distance from S to R. Let change from 0 to 1. The simulation result of ( > 0) is shown in Figure 8 . There exists an optimal relay location where ( > 0) would reach a peak value in both cooperative and selfish behavior of a relay. Tables 4 and 5 respectively. The graphic experimental result is shown in Figure 9 . It can be seen that the experimental ( > 0) value in Figure 9 is different from the theoretical curves in Figure 8 . The optimal location of the relay is a nearer the destination in experiment with non ideal DF case, whereas in theoretical ideal DF analysis, the location is in the middle of the Source to destination link. That phenomenon is also appeared in selfish relay case. For malicious behavior, the near destination malicious relay deteriorates the main channel seriously, but it is not as serious as that in theoretical simulation. In the simulation γ SD = 5 is the SNR of S to D channel, the optimal location is in the middle of source and destination (x = d SR /d SD = 0.5). P(C S > 0) will decreases quickly when R moves towards D with a malicious behavior relay.
Experimental Results with Various Relay Location
In this experiment, the transmit power of S and R both are fixed at −39 dBm. S, D and E are located at fixed two-dimensional coordinates (0, 0), (3.6 m, 0) and (0, 3.6 m), respectively. The coordinate of R changes from (1.2 m, 0), (1.8 m, 0) to (2.4 m, 0). The experimental results table are shown in Tables 4  and 5 respectively. The graphic experimental result is shown in Figure 9 . It can be seen that the experimental P(C S > 0) value in Figure 9 is different from the theoretical curves in Figure 8 . The optimal location of the relay is a nearer the destination in experiment with non ideal DF case, whereas in theoretical ideal DF analysis, the location is in the middle of the Source to destination link. That phenomenon is also appeared in selfish relay case. For malicious behavior, the near destination malicious relay deteriorates the main channel seriously, but it is not as serious as that in theoretical simulation. 
Conclusions
In this paper, we implement several experiments to investigate the physical layer security of a relay transmission model with different relay behaviors. Experimental results are compared with a theoretical analysis. We find a gap between the ideal theoretical simulations and the non-ideal real experiments:
(1) The relays need more power to achieve the maximum-security performance in a real environment. In the experiment, the optimal relay power is larger than the source power in both cooperative and selfish behavior relay scenarios because of the non-ideal source to destination (S-D) channel; (2) In the malicious behavior relay case, the experimental value of ( > 0) is different from the ideal theoretical simulation result when the relay power is larger than the critical power ( / = 5 dB), which indicates that when s malicious relay forwards high enough noise power, the eavesdropper channel is deteriorated more seriously than the main channel; (3) Optimal relay location in both cooperative and selfish behavior of relay is in the middle of source and destination ( / = 0.5) in the ideal theoretical simulation. However, in the experiment, the optimal relay location is nearer to the destination because of the non-ideal source to relay and to destination (S-R-D) channel.
